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Due to the evolving nature of The CAM Academy Trust, procedures behind this policy
will be reviewed and amended accordingly to reflect changes.

At the heart of our work lie the six core principles of The CAM Academy Trust. These drive
everything that we do.

The comprehensive
principle:
We are clear that all
pupils of all abilities and
backgrounds can thrive and
ellent progress in the
hool. We believe that
: benefit from sharing
their education with diverse
groups of pupils.

Our Trust

Principles

The partnership
principle:
Our schools work in
partnership with others for
mutual benefit. The
partnership principle goes
beyond the Trust and our The
schools will work with other
schools as there is benefit to
all in deing this.

community principle:
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Policy Statement

This policy sets out the position of The CAM Academy Trust (the Trust) in relation to its use
of Closed- Circuit Television (CCTV). The Trust uses CCTV at some of the school premises
across the Trust. The purpose of this policy is to set out the position of the Trust as to the
management, operation and use of the CCTV across the Trust and its schools.

This policy and procedures apply to all the Trust’s CCTV systems, members of our workforce,
visitors to the Trust our schools and all other persons whose images may be captured by the
CCTV system, to ensure the Trust complies with the Data Protection Act 2018, the General
Data Protection Regulation (GDPR) and the current Information Commissions Office
(ICO)code of practice.

This policy takes account of all applicable legislation and guidance including:

General Data Protection Regulation

Data Protection Act 2018 (together the Data Protection Legislation)
CCTV Code of Practice produced by the ICO

Human Rights Act 1998

Freedom of Information Act 2000

The Protection of Freedoms Act 2012

Humans Rights Act 1998

Purpose of CCTV
The schools which have CCTV use it for the following purposes:

e To provide a safe and secure environment for pupils, staff and visitors (e.g. monitoring
for bullying in communal areas during break times).

e Monitoring of expensive or potentially targeted areas and items (e.g. IT suite, cycle
stores,) for the prevention, investigation and detection of crime.

e To prevent the loss of or damage to the school’s/Trust buildings and/or assets

e To assist in the investigation of suspected breaches of school regulations and policies
by staff, students or visitors.

e To assist in the prevention of crime and assist law enforcement agencies in
apprehending offenders.

e Monitoring the security of the site.

Description of system

Some of the schools have cameras in and outside of the school building. Some cameras
have sound recording capabilities and there is a range of movable and fixed cameras. Details
of the capabilities, number and location of the cameras are recorded by each school. If you
wish to see this information for a specific school, please contact the school directly. This
information is also held by the Trust Data Protection Officer.

Where a school uses cameras to record audio as well as images, such recordings will only

be accessed should there be an incident of an allegation of verbal abuse or safeguarding
issue. Everyday conversation of people will not be listened to.
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Written authority from the designated authorised member of staff from each school is required
to access audio recordings.

Siting of Cameras

e All CCTV cameras will be sited in such a way as to meet the purpose for which the
CCTV is operated. Cameras will be sited in prominent positions where they are clearly
visible to staff, pupils and visitors.

e Cameras will not be sited, so far as possible, in such a way as to record areas that are
not intended to be the subject of surveillance. The school will make all reasonable
efforts to ensure that areas outside of the school premises and grounds are not
recorded.

¢ Signs will be erected to inform individuals that they are in an area within which CCTV
is in operation.

e Cameras will not be sited in areas where individuals have a heightened expectation of
privacy, such as changing rooms or toilet cubicles.

e Cameras may be located in classrooms. Access to the footage is restricted and will
only be used to fulfil the purposes described in the Purpose of CCTV section of this

policy.
Privacy Impact Assessment

Prior to the installation or repositioning of any CCTV camera, or system, a data protection
impact assessment will be conducted by the school to ensure that the proposed installation
is compliant with legislation and ICO guidance. This assessment will be recorded within the
Trust management system for data protection compliance called GDPR Sentry.

Schools will adopt a privacy-by-design approach when installing new cameras and systems,
taking into account the purpose of each camera so as to avoid recording and storing
excessive amounts of personal data.

Management and Access

The CCTV system in each school will be the responsibility of a member of the Senior
Leadership Team.

On a day-to-day basis, the CCTV system will be operated by an individual with appropriate
technical ability, usually a member of the premises team. (Designated person)

The viewing of live CCTV images will be restricted (except for live CCTV positioned in
external public areas) to the senior leadership team, designated person/s, IT management
team. (These persons will be listed in the template at the end of this policy and held by the
individual school and the Trust DPO)

Additional staff may be authorised by a senior leader of the school to monitor cameras in their

own areas of responsibility on a’ view only’ basis. The senior leader will ensure that the
purposes described in the ‘Purpose of CCTV’ section of this policy are satisfied.
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Recorded images which are stored by the CCTV system will be restricted as in the above
point. Relevant images may be shared with trustees or governing body panels reviewing
exclusions, disciplinary matters or complaints.

No other individual will have the right to view or access any CCTV images unless in
accordance with the terms of this policy as to disclosure of images.

The CCTV system is checked regularly to ensure that it is operating effectively, the images
remain fit for purpose and the date and time recorded on the images is correct. The system
may also need maintenance to be carried out. This will be completed by a professional
company which may need access to the live recordings to ensure the system is working
correctly. This would be completed in a controlled environment with a designated person
present.

All images recorded by the CCTV system remain the property and copyright of the school.

The monitoring of staff activities will be carried out in accordance with part 3 of the ICO
‘Employment Practices Code’.

The use of covert cameras will be restricted to occasions, when a series of criminal acts or
poor behaviour choices have taken place within a particular area that is not otherwise fitted
with CCTV. A request for covert cameras will clearly state the purpose and reasons for use
and the authority of the Head Teacher/Principal will be sought before the installation of covert
cameras. All such monitoring will be fully documented and will only take place for a
reasonable time.

Storage and Retention of Images

Any images recorded by the CCTV system will be retained for no longer than 30 days unless
required for evidential purposes, a SAR, the investigation of an offence, as required by law
or as long as necessary for the purpose for which they were originally recorded.

Where an image is required to be held for longer than the retention period the senior leader
designated person will be responsible for authorising such a request.

Images held more than their retention period will be reviewed on a 3 monthly basis and any
information that is no longer required will be deleted.

The school will ensure that appropriate security measures are in place to prevent the unlawful
or inadvertent disclosure of any recorded images.

The measures in place include:

a) CCTV recording systems being located in restricted access areas.

b) The CCTV system being encrypted, and password protected.

c) Senior leaders only to authorise copies of recordings to specified members of staff

d) Alog of any access to the CCTV images, including time and dates of access and a
record of the individual accessing the images will be maintained by the school.
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Disclosure of Images to Data Subjects

Any individual recorded in any CCTV image is a data subject for the purposes of the data
protection regulations and has a right to request access to those images.

Any individual who requests access to images of themselves will be considered to have made
a subject access request pursuant to the Data Protection Act 2018. Such a request should
be considered in the context of the Trust’s Data Protection policy section - Subject Access
Request.

When such a request is made, the designated person with access to the CCTV footage will
review the CCTV footage in respect of relevant time periods where appropriate, in
accordance with the request.

If the footage contains only the individual making the request, then the individual may be
permitted to view the footage. This must be strictly limited to that footage which contains only
images of the individual making the request. The designated person accessing the footage
must take appropriate measures to ensure that the footage is restricted in this way.

If the footage contains images of other individuals, then the school must consider whether:

a) The request requires the disclosure of the images of individuals other than the
requester, for example whether the images can be distorted so as not to identify other
individuals.

b) The other individuals in the footage have consented to the disclosure of the images or
their consent could be obtained

c) it is otherwise reasonable in the circumstances to disclose those images to the
individual making the request.

A record must be kept within the Trust's management system called GDPR Sentry and held
for all disclosures which sets out:

a) When the request was made.

b) The process followed by the designated person with access to the CCTV footage in
determining whether the images contained third parties.

c) The considerations as to whether to allow access to those images

d) The individuals that were permitted to view the images and the date and time when
they were viewed .

e) Whether a copy of the images was provided and if so to whom, when and in what
format.

Note that, when a subject access request is made then unless an exemption applies (such
as in relation to third party data that it would be unreasonable to disclose) then the requester
is entitled to a copy in a permanent form. There is reference here only to “access” as opposed
to a “permanent copy” as the school may consider it preferable in certain circumstances to
seek to allow access to images by viewing in the first instance without providing copies of
images. If an individual agrees to viewing the images only then a permanent copy does not
need to be provided. However, if a permanent copy is requested then this should be provided
unless to do so is not possible or would involve disproportionate effort.
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Disclosure of Images to Third Parties

The school will only disclose recorded CCTV images to third parties where it is permitted to
do so in accordance with the data protection regulations.

When a request for images from a third party is made to the school, the school's Data
Protection Lead will be notified immediately so the process for a Subject Access Request
(SAR) is followed.

CCTV images may be disclosed to law enforcement agencies in line with the purposes for
which the CCTV system is in place.

If a request is received from a law enforcement agency for disclosure of CCTV images, then
the designated person for the CCTV footage must follow the same process as above in
relation to SAR. Detail should be obtained from the law enforcement agency as to exactly
what they want the CCTV images for. This will then enable proper consideration to be given
to what can be disclosed and the potential disclosure of any third-party images.

If an order is granted by a Court, for disclosure of CCTV images, then this should be complied
with. However very careful consideration must be given to exactly what the Court order
requires. If there are any concerns as to disclosure, the Trust Data Protection Officer should
be contacted in the first instance and appropriate legal advice may be required.

The designated senior leader may provide access to CCTV images to Investigating Officers
when sought as evidence in relation to student/staff/parent discipline cases.

A record of any disclosure made under this policy will be recorded within the Trust
management system for Data protection compliance called GDPR Sentry.

Compliance with Data Protection Legislation

In its administration of its CCTV system, the schools within the Trust comply with the Data
Protection Act 2018 and GDPR. Regard is given to the data protection principles embodied
in the Data protection Act 2018 and GDPR.

These principles require that personal data shall be:

e Processed lawfully, fairly and in a transparent manner.

e Collected for specified, explicit and legitimate purposes and not for further processes
in a manner that is incompatible with those purposes

e Adequate, relevant, and limited to what is necessary in relation to the purpose for
which they are processed.

e Accurate and kept up to date

e Kept in a form which permits identification of the data subjects for no longer than is
necessary for the purpose for which the personal data are processed.

e Processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational
measures.
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Misuse of CCTV systems

Materials or knowledge secured because of CCTV will not be used for any commercial use
or for the purpose of entertainment.

The misuse of CCTV system could constitute a criminal offence.
Any member of staff who breaches this policy may be subject to disciplinary action.
Complaints relating to this policy

Any complaints relating to this policy or to the CCTV system operated by the school should
be made in accordance with the Trust Complaints Policy.

Review of Policy and CCTV System

This policy will be reviewed every three years or earlier should the need arise.
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